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During the last few months,
human resources managers
asked us intriguing questions
related to their fiduciary
practices. This article presents
a sampling of those questions
and the responses that we of-
fered for their consideration.

Developments in American
society in 2020 have had a
dramatic impact on human re-
sources and risk managers.
Chief among those develop-
ments is the novel coronavirus
(COVID-19) pandemic. It im-
posed a staggering burden on
many decision-makers tasked
with maintaining enterprise
operations despite reduced
staffing. Mergers among ven-
dors of retirement plan ser-
vices have compounded the
situation. Reduced service lev-
els and the loss of the personal
touch caused by consolida-
tions of recordkeepers and

investment firms leave many
401(k) and 403(b) plan fiducia-
r ies reel ing under the
consequences.

Over the past few months,
my inbox has received absorb-
ing questions from human re-
sources and finance execu-
tives about issues related to
their role as retirement plan
committee members. This ar-
ticle contains a sample of the
topics introduced by their
questions.

Q. Should our retirement
plan committee be in-
volved in our plan’s an-
nual financial audit? If
so, what do we need to
know?

A. If an employer sponsors a
401(k) or 403(b) retire-
ment plan that has 120
eligible participants on the
first day of the plan year,
an audit from an indepen-
dent certified public ac-
countant (CPA) is

required. The plan must
be audited in subsequent
years until the eligible par-
ticipant number drops be-
low 100. An eligible partic-
ipant is an employee of
the plan sponsor who
meets both the statutory
Internal Revenue Service
(IRS) requirements and
the plan’s terms at the
beginning of the year.
Even if they decide not to
participate in the plan,
such employees are still
considered el ig ib le
participants. Terminated
employees who have bal-
ances in the plan on the
first day of the plan year
count as eligible
participants.

Auditors’ written opin-
ions fall into one of four
categories that include:

E Unqualified opinion:
The “clean audit.”

E Qualified opinion: (he
auditor was unable to
gather sufficient evidence.

E Disclaimer of opinion:
The auditor refuses to pro-
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vide any opinion related to
the financial statements.

E Adverse opinion: The
auditor discovered mate-
rial misstatements that af-
fect the user’s decision-
making.

Audit reports are com-
plicated to develop be-
cause some information
on which CPAs rely is not
available. Furthermore,
recordkeepers are a fre-
quent source of inaccurate
information. For example,
vesting of participants’
benefits can produce its
share of “material weak-
nesses,” typically due to
over-reliance on the re-
cordkeeper’s calculations,
which can be in error.

Some of the typical
hotspots that auditors en-
counter include the
following.

1. Definition of
Compensation: A wide-
spread deficiency we see
in plan audits is the incor-
rect application of the term
“compensation” for em-
ployee deferrals or em-
ployer matching
calculations. It is essential
to clearly understand the
definition of compensation
in all of its nuances.

2. Delays in Remitting
Participants’ Deferrals:
Even with payroll provid-
ers that automatically re-
mit employee contribu-
tions to a plan’s custodian,
late remittances are a fre-
quent cause of audit
deficiencies. Late remit-
tances require the offend-
ing employer to reimburse
the plan for lost earnings
caused by late payments.
Late payments are often
the result of an employer’s

confusion over the DOL’s
rule1 that governs deferral
remittances.

3. Cybersecurity
Controls: The risk of loss
from a cyber attack is a
high priority concern on
the list of your auditor’s
plan of examination. A
data security policy is a
vital governance docu-
ment for Employee Retire-
ment Income Security Act
of 1974 (ERISA) plans.
The lack of a policy that
explicitly addresses a re-
tirement plan’s Personally
Identifiable Information
(PII) is almost certain to
result in a written audit
deficiency.

Retirement plan com-
mittees should review their
plan’s most recent audit,
making note of any defi-
ciencies cited by the
auditor. Using the results
of the review, fiduciaries
should prepare now for
next year’s audit.

1. Resolve any exceptions
that exist in the most re-
cent audit.

2. Confirm that your firm’s
payroll system reconciles
accurately with deferrals
and distributions.

3. Obtain help from a quali-
fied expert if your cyberse-
curity policy needs up-
grading to cover PII.
(Roland|Criss provides
such help.)

Q. Our recordkeeper just
completed a merger with
another vendor. How
should we react?

A. Consolidation among ser-
vice providers like record-
keepers continued over
the past year. A merger
typical ly introduces

changes to the operations,
personnel, and technology
platform on which a fidu-
ciary committee relies.
The merger of a retire-
ment plan’s service pro-
vider with another vendor
is, in effect, a vendor
change. Thus, the plan’s
fiduciaries are required to
evaluate the surviving ven-
dor as if it were a new ser-
vice provider to the plan.
Hiring and properly super-
vising vendors of services
to ERISA plans are fidu-
ciary acts governed by the
duty of prudence and
loyalty. Establishing and
implementing a process to
ensure prudent selection
and monitoring of service
providers is a critical step
toward reducing regulatory
problems. The U.S. De-
partment of Labor (DOL)
acknowledges that dealing
with vendors can be com-
plicated and risky. Com-
plex due to confusing jar-
gon and inter locking
vendors. Risky because
plan fiduciaries are at a
significant information
disadvantage.

Vendors are special-
ists in the design of their
products, services, and
compensat ion
arrangements. Executives
that buy from these ven-
dors do not have the ven-
dors’ degree of
specialization. The result?
Vendors have a critical in-
formation advantage over
their clients. The solution?
The DOL suggests pru-
dent fiduciaries should
thoroughly evaluate their
plans’ vendors upon a
merger event. The typical
mechanism for doing so is
a Request for Proposal
(RFP). Since vendors con-
trol the significant amount
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of information that RFPs
generate, it is advisable to
engage the services of an
independent risk manage-
ment expert who will not
be overmatched by ven-
dors’ responses to an
RFP.

Q. What cybersecurity risk
poses the most signifi-
cant challenge, and what
can we do to combat it?

An increase in attacks
on retirement plan ac-
counts is accelerating dur-
ing the COVID-19
pandemic. Many of those
attacks result in fraudulent
distributions of assets from
the plan part icipants’
accounts. For example:

E A former employee sued
the Estee Lauder cosmet-
ics company and its
recordkeeper. She discov-
ered three distributions
were made from her retire-
ment account without her
knowledge or consent.
The amount totaled
$101,000. In the suit, the
former employee claimed
the employer and the ven-
dor breached their fidu-
ciary duty by failing to se-
cure and protect her
account.

E A hacker took nearly
$200,000 from a Massa-
chusetts retirement ac-
count by using a fraudu-
lent bank account. The
thief also invaded the em-
ployee’s e-mail account
and intercepted the bank’s
notice of a change to her
account. As a result, she
was unaware of what was
happening until it was too
late.

These and other
cases illustrate the in-
creased risk that some

retirement accounts can
face if plan administrators
are not at the top of their
game regarding cyberse-
curity, or even if plan par-
ticipants don’t practice
necessary personal secu-
rity measures.

A recent court ruling
could have a long-term
impact on the reach of
lawsuits involving fraudu-
lent disbursements from
retirement plans.

In May 2020, a district
court ruled, in the case of
Leventhal v. MandMarble-
stone Group, LLC,2 that
plan sponsors can be
equally liable with a re-
cordkeeper when hackers
steal from ret irement
accounts. They can also
be accountable for inade-
quate security if the af-
fected participants work
remotely or without ade-
quate safeguards.

The court’s ruling por-
tends a threat of liability
that is broad in scope and
could impact everyone
that touches a retirement
plan without regard to their
fiduciary status.

Plan fiduciar ies
should produce educa-
tional materials or host
employee training ses-
sions to educate partici-
pants on steps they can
take to safeguard their
retirement assets.

Regardless of the pro-
tection recordkeepers or
employers put into place
to prevent fraud and cy-
berattacks, individual par-
ticipant behavior creates
the most risk. Participant
education efforts should:

E Explain the dangers of
sharing passwords, never

changing passwords, or
using passwords that are
too simple.

E Educate part icipants
about the evolving secu-
rity measures recordkeep-
ers have available to help
protect their accounts.
These might include two-
factor authent icat ion
(2FA), automatic account
lock features, or voice rec-
ognition software.

E Recommend that partici-
pants periodically monitor
their accounts (including
the importance of receiv-
ing and reviewing account
notifications) so that they
can mitigate any damage
in the event their account
is compromised. Many
participants set up their
retirement plan accounts
and forget about them, so
they may not notice fraud-
ulent transactions on their
accounts for months.

Q. What area of retirement
plan administration
causes the most fre-
quent DOL and IRS audit
problems for employ-
ers?

Like the hol low
wooden Trojan horse in
Greek mythology that con-
cealed an invading force,
payroll can secretly under-
mine the compliance ef-
forts of every organization
that sponsors an ERISA-
qualified retirement plan.

The point at which a
retirement plan and a pay-
roll system intersect is a
breeding ground for the
most common violations of
fiduciary duty. And they
can be the most unwieldy
to fix.

Payroll errors of any
kind cost an organization
money, whether directly or
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indirectly. Often, the cost
is at least two-fold, be-
cause the mistake itself
has a financial penalty in-
dependent of the time and
money required to correct
it.

The annual financial
audit performed by a
plan’s CPA will not neces-
sarily catch all payroll
deficiencies. A CPA’s audit
is focused primarily on
financial transactions, not
operational processes. So,
it is vital to self-test peri-
odically a plan’s payroll
dependencies.

During our operations
assessment engagements
that span several years,
we have noted the fre-
quent occurrence of six
payroll operations defi-
ciencies that trigger fidu-
ciary duty violations that
require major corrective
action:

E Definition of Compen-
sation—The ERISA plan’s
definition of compensation
was not used correctly for
all participants’ deferrals
and allocations.

E Matching Contribu-
tions—Employer match-
ing contributions were not
made to all appropriate
employees.

E Elective Deferrals—
Eligible employees were
not allowed to make an
“elective deferral” election.

E Participant Loans—Par-
ticipant loans did not con-
form to the requirements
of the plan document and
were, therefore, prohibited
transactions.

E Hardship Distribu-
tions—A distribution is not
considered necessary to
satisfy an immediate and
heavy financial need of an
employee if the employee
has other resources avail-
able to meet the need,
including assets of the em-
ployee’s spouse and minor
children.

E Timely Deposits of De-
ferrals—DOL rules re-
quire employers to deposit
deferrals to the trust as
soon as the employer can
do so. The so-called “safe
harbor” deadline is a myth.

Q. I have heard the term
“prudent process” used
to describe the way that
fiduciaries are to man-
age their duty. What is a
prudent process?

While the DOL ex-
pects ERISA fiduciaries to
follow a formal manage-
ment program, many re-
tirement plans do not have
such a program. A prudent
process can be likened to
an Internal Controls Policy.
In addition to increasing
the confidence level of fi-
duciaries as they execute
their role, such a policy is
a great tool for making
IRS or DOL audits go
more smoothly.

An Internal Controls
Policy can satisfy the
DOL’s prudent process
requirement by spelling
out the procedures the in-
house fiduciaries will fol-
low to keep the plan in
compliance with the huge
number of technical rules
that must be followed. It is

not designed only to pre-
vent overpayments or pen-
alties, but has a broader
purpose of ensuring that
the plan is run properly.

An Internal Controls
Policy will embrace prac-
tices such as monitoring
all of the IRS’ tax contri-
bution limits, applying the
right definition of compen-
sation to determine contri-
butions (using the wrong
definition is a common
problem according to the
IRS), making sure that
payouts start as required
when participants are age
701/2, ensuring that ven-
dors’ fees are reasonable,
and testing data security
methods and systems. In
addition, it will include fil-
ing requirements, such as
the ERISA Annual Report
(Form 5500), and partici-
pant disclosure
requirements. It will also
spell out who is respon-
sible for each requirement.
(Ask the author of this ar-
ticle about Roland|Criss’
ERISA Internal Controls
framework.)

E-mail your questions and
comments to
ronhagan@rolandcriss.com.

NOTES:

129 C.F.R. § 2510.3-102.
2Leventhal v. MandMarblestone

Group LLC, 2020 Employee Benefits
Cas. (BNA) 197040, 2020 WL 2745740
(E.D. Pa. 2020).
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